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COINS Computer System Planning

. Thiz memorandum {s concerned with the rneang for

zroviding all-day Hea}.&qmrtem participation in COINS, At the out-
27ty it zhould be emphasized that a2 change in the Headquarters
comsuter seteup ioz' COINS {g highly desirable even without the zll-
J“Jy reguirement. The cost of our carrent geheduls of devotin-
rro murs on the INM 360/67 each working day to COINS ig aLout
26, GGO per month. AMare important is the loss of the compuier
during theee hours to those in the Agency whe have coma to derend

o ik fav* on-line program development, file handling, and computa-

tional support.

Z. Ibelieve that the Azency should acquire 2 computer fox
§3 arE quarters participation in COINS: that this cornpiter should be
Prdicated fo COINS and to other applications reouiring externa!l

LIeea; aad that CRS should ba given the responsibility for overaiing

. “What follows is an attempt o justify this recommendation, The

e ;«sifm s limited to fondamental aseurmmtions and ostions: thare
- uy COINS history mor iz there an anslysis of all the a.%arnativem

Zven with these gimolitications, the m'obmwt remaing & difficalt «

o Suze to nanageablis teris.

3. There are two fundamental assurmptions on which this

woorandum is based, If either iz wrong, the mmamma points
a2 Invalid: V
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SUBJECT: COINS Computer System Pl&uning
Dz-

a. it is assumed that the Director of Security will
continue to have sufficiont doubts regarding computer
security so av to advige the Dirsctor against storing
ioengyegengitive data on a comnuter which has gome
poagible data path to an wncontrollad terminal, By “'soma
possible data path” is weant a path through computer and
coraraunication devices whosa internal connections or
tozical abilities to inhibit the path cannot be guarantesd
to {unction properly. By "uncontrolled terminal” is meant -
2 terminal in an area and aceeasible to peorls ontside ‘
direct Agency control, such as those in the COINS netw ork,

b. It ia assumed that the concept of direct resmote
secess by 8 poraon in ons intelligence agenty to computer
{ilez stored in ancthar is valid and that econormical and
technicnl solutions and reinforcement of nead will oecar
iz the nex=t few years,

4. Home personal commeaents on these agsumptione, Ssvernt
saferuards are now emploved and additional ones hava baen sopvested
fo avold an unwantad path between A gancy-sanaitive data and uncon-
irolled terminnls: gecurity featnres in computer seftwars and karde
ware, daia encoding, and coramunication Iine monitoring, among
others. I beliave that these safogeards, alons or in corabination,
f.1 short of being hoth totzlly effective and oprationally feasibie,
Gecondly, Ibelieve the Agency can and should lsad the way to an
eifzctive community system for coraputer file access. The gquestion
ot which shounld come firet « the need or the syatem - is not raised
here. ‘ ' S -

3. Given the first assumoption mentloned above, one must
conclude that the Agency's computer facilities must be auszmented i

W@ are to opsrate COING all day and still meet all our internal needs, ,

This is so because the physical separation of Agoncye-zensitive data
{ram uncontrolled terminals requires the establishment of st teast
wwo physically distinct systeme (& "systam™ might have more than
sue computer)., Only one of there systema would have ancontrolled
terrinaly attached to it (for COLNS). The other systam could then
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zafely handle applications involving Agency~sensitive data. Note
that physical separation imples that the two gystems could not

ghave {ile storage: if users on one system roquired access to Jata
siored on ths other system, it wonld have to be duplicated. ZFurther,
the cgulprient on one system could not he used as emeorgency backuyn
ior the other. Weo achieve the cquivalent of phyeical separation
today by scheduling; that is, by deflining an OCS computer as the
COINS eystent exclugively at certain times.

5, I the nced for two diatinct physical systems g accepted,
mg must decide on which of the two sysiems we should put the large
grous of applications 1eft out of the discnssion thus far: those
sternal aanlications net involving Asency-sengitive data, Two introe
dactory comments “yelevant to this discussion:

25Xk

Tha gire am’! characteristics of COINSlike applications and 2 peney-
zensitive applicstions kave an effect on the guastion of where to put
tha remaining nau-smaitiva. interaal applications, Heye we have
thyee cholces: S o

_ 3. Distribute the noa-sensitive, ianternal applications
betwasn tha two systems. That ig, put some on the same
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7. Because I prefer the dadicated COINS computer option,
the difficulty just noted should ba addressed., The pecond agsumption,
the validity of community accesa to computer filas, comes into play
hera, If accepied, this assumption forces us to acknowledge that the
cezt of the COINS computer mnat be accepted not just as a price for
“going along’ with a community file concept, but ag the price for

ileimpoged security constraints, Ia other words we should not
only ask is COINS worth {t, but also asgk {s the protection of SANCA
{et al} data worth it? To the Iatter ousstion, it seems we should
say yvas. This guestion should rot be shifted to the hopeful "can't
f:?-fa techoicions find a wav to . . . . 7% In short, the security cosis

ve prasent in all the options open to us; in the COIZ*‘S computer
..a&man, they are just moTy vigible,

0. Fimal qoestion: TThat shonld he the COINS comnuter and
a9 should cnerate 87 1 believe the organization glven responsibility
to onsrate thisz computer should have the authority to aelact it and
develop the nocessary software. I recommaend that CRS do this: the
CUING objectives, at least as defined by CIA, are within the CR3
miagion., Although CIRIS and perhaps other follow-on roquirements

, L.vr ezternal accass do not {1t this argurnent, § believe these aopliva-

ions ghould also he headiad on the CCINS computer for the reasons

i nove. In any ease, I would expect COINS to dominate thig
group of noplications, CRS zhould ha given the funds and any
lopistical and techniznl help they foel they need to develop a COINS
systerm., CRS would econtinus to he raspongible for the COINS data
baga., QCS% would provide them w'th a copy of that vortion of the

TIRIS date hase which ig authorized for nutside accose. A stand- _
slong corpouter to handle COINS dnd CIRIS would cost betweean 321, 000
st 834, 000 pox month, depending su the configuration chosen snd

iy saf&wars, roliability, compatablility factors. Threo potential
zyaters are detailed in Attachwment 2,

25

9, & UHsi of eeveral othor alternatives which have bean
considered {and reconsidered) for all-day COINS service at Haad-
guarterg is given in Attachment 3. For convenienca, they arve
grousad and discussed in five general categories. The commanty ars
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subjective avc! are tied to the assumptions and arguments in this
memorandurn, - Additional information on these alternatives snd
their many variants ls availabile in OCS,

i, Again, Iwould like to ermphasize that even without
external prodding, a change in current COINS procedures in Headw
guarters iy hi«;hly degirable,

Aoting Diractor of Computer Services

Attachmeonts: s/s
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